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NETWORK TRAFFIC INTERCEPTING
METHOD AND SYSTEM

CROSS-REFERENCE TO REILATTID
APPLICATIONS

‘This application is a continuation of U.S. Ser. No. 09/244,
154, cniifled “NETWORK TRAFFIC INTERCEPTING
METHOD AND SYSTEM,” filed on Feb. 3, 1999 now issued
as U.S, Pat. No. 6,763,467, by Peter V. Radatti and David ).
Harding and assigned to CyberSoft Inc., which disclosure is
mcorporated herein by reference. '

FILLIY OF THE INVENTION

"The present invention relates o a system and method con-
ducted within a single computer for intercepting, examining
and controlling duta streams flowing via transport connec-
tions between the transport layer of an operating system and
the vser application; and more specifically for protecting the
computer from invasion by viruses, trojan horses, worms and
other hostile algorithms,

BACKGROUND OF THE INVENTION

‘I'he rise of the Intemet and networking technologies has
resulted in the widespread sharing of data between comput-
ers. This dalu is pot always what it seems to be. Data that is
accessed on 1 remole inachine and downloaded 10 a compuret
syslem cuan contain hostile algorithms that can potentially
destroy duly, vrash the systeimn, corrupt data or worse. Some of
ihese hostile algorithms are virvses, worms, and (rojan
horses. Viruses are computer programs thal parasitically copy
themselves into other programs. Worme are independent pro-
grams thal reproduce by copying themselves from one com-
puter to ancther vver a network.

Worms, unlike vituses are not pagasitic. 1rojan horses are
code [ragments that hide inside of program that appears (o du
something else. Quite often Trojan horses hide inside of util-
ity programs or ather popmlar programs lhal ure downloaded.
The existing propeam often performs a vseful function while
masking the presence of the internal trojan horse,

Finally, it is possible for a persou to manually enter com-
mands orto direct byie slremns to a computer over a network
with hostile inleni,

Virus, worms, and irojan horses can intzet an internal net-
work or single compuler system when the internal network or
compuler system executes a program from the exlernul net-
work ihal contains the hostile alporithm., All biuacy
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cxecutubles, wreviewed shell scripis, and source code -

accessed from an external network may conlain worms,
viruses, or tmjan horses. In addilion, outside binary
exceulubles, shell sceipts, and scanned source code may enter
an internal nelwork or single computer system (hrough an
li-mail alluchment. Also, executables can be directly
accessed [rom an external network through the [FTP pro-
gram, a world-wide web browser, or an oulside contractor
whose nelwork already has been compromised.

l'irewalls and proxy servers are well known meuns for
protecting o internal network or single computer system
from hostile algorithms from an external network. When a
firewall is installed, all communication from the external
network is routed through a proxy server oulside of the inter-
nal network, and the proxy server determines whether a par-
ticular message or file is authorized to pass through to the
internal network.
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Reference is now mude to FIG. 1, which is a black diagram
ofa compuler information system utilizing afirewall between
exiernal and infernal network systems. 'The computer infor-
malion system 10 contains an external network 11, which
may iuclude the internet, which is accessible by hackers 20 or
compuler viruses 21, Generally, hackers 20 are persons who
gain untauthorized access 1) a compiiter sysiern, The exterual
network 11 is connected to the firewall by 4 {irst ipcoming bus
12 and a first outgoing bus 13. The bus comprises specialized
groups of lines thatcarry different lypes ol information. A bus
has a specific bandwidth, which is the data transfer capacity
of a digilal commuunications system. The first incoming bus
12 sends data o (he firewall 14, The firewall 14 determines
which data is uuthorized to be fransmitted to the internal
network 17, The duta transferred from the firewall 14 to the
inlernal nelworlk is transferred via a second incoming bus 15.
In addition, datu is sent from the intemal nerwark 17 1o the
firewull 14 via a second cutgoing bus 16. Once the data has
been transferred to the internal network 17, it can be avcessed
by users 18 and 19 ot the internal network,

In & fupctional firewall computer sysiem 10, hostile algo-
rithung invading the external network 11 by hackers 20 or
computer viruses 21 are transporied via the first incoming bus
12 to the firewall 14. Once processed by the firewall 14, the
hostile algorithms are denied authorization 1 flow via second
incoming bus 15 to the internal network 17. As a resuli, the
users 18 und 19 of the internal network 17 are not subjected to
the problems that can be caused by hostile algorithms.

Generally, the bandwidth of the buses 12 and 13 between
the external network 11 and the firewall 14 is equal to the
bandwidth of the buses 15 and 16 between the internal net-
work 17 and the firewall 14,

Typical of such firewall systems includes, for example,
U.S. Pat, No. 5,550,984 ta Geelb; U.S, Pal. Wo. 5,623,600 to i
vt al; and U.8. Pat. No. 5,815,571 {0 Finley, al! of which are
invorporated herein by reference.

Unfortunately, all of the compuler systems that utilized
firewalls impose a number of disadvantages on the entire
system. Inifially, the firewalls must be placed at the “choke
point”™ at which an outside network enters the internal net-
work. Lhis creales a problem in that the Hirewall beeomes o
cenlral puint of failure, wherehy if the firewull fuils, the entire
conneciion to the external network fails. In addition, since the
bundwidth of the connection between the intemal network
und the firewall normally 35 equal o the bandwidth ot the
connection between the firewall and the external network, the
firewal! will add latency (0 lhe connection by performing its
function. This latency norpally increases the demand on
bandwidth wtilization. Very often, the firewall latency will
canse utilization of the available bandwidth to degrade such
that al{ avuiluble bandwidth cannot be utilized. This can oconr
either lincurly or logarithmically depending upun the specific
implementation of the firewall, speed of the bus vunnections,
and resource availability within the firewall,

Another disudvantage is that the connection to the external
network is normully limited by the available bundwidth pur-
chased on 3 delected communications cireuit.

I'inally, since u fitewall does not exist belween the users on
the iniemul network, another one of the users of the network
¢an aftack (he internal system. 1t is an observation within the
securily industry that 80% of all atlucks against a system
originale un the internal network while only 20% of attacks
oviginale [rom an external network,

" Accordingly, it is an object of the current invention to
provide g computer intercepting system ynd method that does
not uiilize a (rewall, or other farm of proxy server.



US 7,503,069 B2

3

It is another objecl of the curreat invention 1o provide a
computer intercepting sysicm und wethed that does not have
a central point of failure,

It is a further object of this curren! invention to provide a
computer intercepting system and method that will not add
latency to the syslem.

Also, it is ar object of the current invention ta enable all of
the bandwidth to be utilized while the cmnpter security
system is being accessed.

It is yet another abject of the current invention lo provide
protection from aitacks by users on the internal network,

Other objecis and advantayes of this invention will become
apparent from (he deseription taken in connection with the
uccompanying drawings that are presented by way of illus-
tration and example.

SUMMARY OF THE INVIINTION

These and other objects of the presenl invenlivn are pro-
vided by a computer system and method for inlcreepting,
examining, and controlling data streams flowing via ransport
cornections between the transport layer of an operaling sys-
tem and the user application. Preferably, the compulcr system
and method operates on a single computer system. The sys-
temz and method protect the compwier [rom invasion by
viruges, trojan horses, worms, and other hostile ulgorithuns.

The method of this invention preferably operutes within a
single computer system. Advanlageously, the data stteams
that pass from the transport layer ol an operating system ta the
user application or from the user application to the ransport
layer musi be intercepted by the novel network traffic inter-
ceptor “NTT” of the current invention. The NTI processes all
data streams for proscribed data thal muy include vicuses,
trojan hosrses, worms, manually Lyped hustile commands,
other hostile algorithms, and (orbidden data. The processing
used by the Nl can include monitoring, blocking, logging,
quarantining, destroying or passing on data. Because all data
must he process by the NTI belore being passed to the user
application, the NTI cun block proscribed data before it has
the ability to infect the computer.

The N'Ul prevents the proscribed data from altering other
data streanss in (he computer system in a manner that changes
the data streams or harms (he computer program. As a resull,
the data streams and programs continue to function ay
intended and programmed rather than functioning pursuant to
the wmanthorized communds of the vituses, trojan horses,
worms, munuaily typed hostile commands, and hoslile ulgo-
rithms. '

Inaddition, proscribed data includes fourbi dden data, which

1s data that the programmer blocks [rom being accessed by the 5

computer. An example of forbidden data would be pame-
graphic material on a connputer used by children.

This method is an intercepting method contuined within a
single computer system, rather than 4 firewall system utiliz-
ing u separate proxy server. As a resull, only the individual
computer system is impacted by ulilization of the NTT and its
use does nat add latency to the cnlire system. In addition,
because the NTI is located wilhin & single computer system,
hostile algorithms originating cutside ihe system but within
the internal network still cannot by-pass the NTI to intect the
individual vomputer.

The system of the present invention utilizes a single com-
puter system connecied via a transport conneclion 1o an exter-
nal network. Duty from the external network pusses to the
transport layer of the operating system within Lhe single com-
puter system. Trausport connections pass the dulu to the NT1,
where the data is processed before allowing the daia to pass

—_

i

&

20

30

40

45

4

via transport connections to the user application. The dala
flow may also operute in the reverse direction wherein il
originates in the user application and passes 1o the external
nerwork.

BRIEF DESCRIPTION OI THE DRAWINGS

FIG. 1 is a block diagram of a prior art computer informa-
lion system utilizing a firewall hetween external and inlernal
network systems.

FIG. 2 is o block diagram showing a preferred embodiment
of the computer methed and system for intercepting, cxam-
ining, and controlling transpori layer duta streams.

FIG. 3 is a flow chart showing a preferred embodiment of
the computer method and system for interecpling, examining,
and controlling transport layer dala sireains.

FIG. 4 is a block diagram showing a preferred embodiment
of a partial representation of the compuler method and system
for intercepting, examining, and conirolling transport layer
data streams,

DITTALLED DESCRIPTION OF THE PREFERRID
EMBODIMENTS

FIG. 2 depicts a funclioning block diagram showing a
preterred embodiment of the computer system and method 30
for intercepting, examining, and centrolling transport layer
data streams. In F1G. 2, a network 31 communicates by meuns
ol trapsport connections 32 with a single compuler system 33,
The network 31 includes all forms of commuication into or
out of the computer system 33. Generally, the network 31
would include an external networking system, such as the
jnternet, or an internul networking system.

In this embodiment, the computer 33 represents a single
compuier system. The compuler system 33 can be a munlt-
user or single-user sysicm having one or more Central Pro-
cessing Units {CPUs.}

Within the computer system 33 reside the transport layer
34 of the operating system, the network waffic interceptor
{(“NTI™) 40, and one or mor¢ user applications 37.

The lransport conuections 32 transport (he data stream
from (he neiwork 31 to the transport layer 34 housed within
the compuler system 33,

The transporl luyer 34 represents a transport laycr iwple-
mentation of un operating, system. A transport layer is the
fourlh luyer of seven layers in the Open System’s Intercon-
nection (POSI™) retierence modcl. The seven layers of the 150
ure: Physical, Data-link, Networl, Transport, Session, Presen-
tution, and Application. The transport layer provides reliabil-
ity tirough data tow control and error recovery methods, It
conforms the incoming 1essage into properly sized packets
and re-conforms (hemm in the proper order at their deslinution.
Although any profucols can be used, preferred protocols
include TCT/IP and SNA. TCP/IP, transmission control pro-
tocol/internel protocol, represents protocols (hat control the
transport fayer and network layer of networks including net-

- works thai operute under internet technologics. TCP/IP pro-

k=33
o

vides standardizcd communication between nodes on a com-
puter network und between networks. The TCP standards
relate to what is inside the data packet, while the IP relates to
sending the packet. TCP/IP is not restricted to any one nef-
work topology; it can run on lithernct and other bus topolo-

5 gies, token ring, and point-to-poini leased lines. SNA, Sys-

tems Nelwork Architecture, links IBM and non-IRM devices
fogether.
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While any operating system may be nsed with the sysiem
and method 30, two preferred varieties are Microsoll Win-
dows® and UNIX® platforms.

After being processed by the transport layer 34, the data
streams are intercepted via transport connections 35 by the
NTI 40. The transport connections 35 are cupable of traus-
porting data streams both from ihe transport Tayer 34 to the
NTI 40 and from the N1 40 to the transport layer. I is not
possible for the data sircams Lo bypass the NTI40. In general,
after intercepting the data streaws, the NT140 scans the data
streams Tor information conlenl and reluys the data streams to
a desiination based ou the information contert.

The NTI 40 monilurs the data atiempting o pass from the
trapsport layer 34 to a user application 37, such as a weh
browser, E-mail, FTP, Telnet, etc. The NT1 40 resides in and
provides protection for a single computer sysiem 33, which is
the destination of the network data transmission. As will be
explained in greater detail in reference to FIG. 3, the NT140
is a computer method and system for infercepting, exantining,
and modilying transport fzyer data shreams within a single
camputer system 33 betore allowing the data streams to pass
to the user application 37 that is being exceuled on the cow-
puter. After intercepting the dala sireuns, the NTI 40 scans
the date sreams for informaiion conlent,

After being processed in the NTI 40, (he dula streams are
transmitted to the applications 37, which are the destination
of the connection. The dala is iransporied to the applications
37 by means of transport conneclions 36, which are created
by the N'UT 40. Normally, (he capacity of transport connec-
tions 35 created between the trausport Jayer 34 and the N'TE48
is equal to the capacily of Lransport connections 36 created
hetween the NTI 40 and upplications 37, however, additional

- capacity may be created between the NTI 40 and applications
17 due to overhead requiremenis. The applications 37 not-
mally communicate directly with the transport layer 34 when
the NI 40 is oot present. The applications 37 may include atl
browsers including Microsoft Intemet Explarer (versions 3.x
and 4.x and hipher) and Netscape NavipgatorfConumunicators
(versions 3.x and 4.x and higher.)

The computer sysicm and method 30 alse can function
wherein the data streams originute in the applicaiion 37 and
end in the network 31. In this embodiment, the applications
37 request data from Lhe network 31. The request is initiated
at the application 37 level. The request travels through the
transport conzncetions 36 to the NTI 4. Thereatier, the data
streams travel through (he transport connections 35 to the
transport layer 34, wherein the transport layer implementa-
tion of the operaiing system enables the data stream te com-
municale with the network 31 via the transport conneclions
32,

Reference is now made to FIG. 3, which is a low chart
showing a preferred embodiment of the compuier method and
system 50 for interceping, examining, and modilylog trans-
port layer data srreams. This method und system 56 utilizes
the system embodied in FIG. 2, as previously described. Inthe
current embodiment, the teansport layer 34 may comtain a
dymauic link library (“DLL”). A dynamic-link library is a
feature of Microsoft Windows® that allows executable code
modules to be loaded on demand and linked at run-time.

In this embodiment, the data stream travels [rom the trans-
port layer 34 through the ransport connectors 35 to the NT1
40. The NTI protacol parser 41 examines all of the data
enlering or leaving the network to delermine if it is of a type
that the NTI protocol scanner 45 can scan for information
content; including E-mail and its artachments, JAVA Applets,
FTP aad remote “save-as™ transfers, and HTML/SGML data.
Once the type is determined as a “scannable” fype, being one

3,
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olthe types scannable by the N'TT protocol scanner 45, oronce
{he type is determined as a *non-scannable™ type, being non-
scapmable for information content, the data is relaved bascd
o the ability to scan it for information content. If the dals is
classified 1 a “non-scannable™ type, it is passed through NTI
40 to the user applicatian 37 via transport conncctions 36. If
the data is determinad as a*“scannable” lype, il is passed in its
entirety to the NTI protocal scanner 45 where it is scanned for
hastile algorithms. Scannable data is daly that contains pro-
scribed data. Non-scannable dala is daty thut does not contain
proscribed data. The scanning may be conducted by au engine
gold under the trademark VFind®, which is trademarked by
CyherSoft, Inc., or by any other cquivalvnt scanning system.

After the scanning hus vcvurred, the data will be given a
0 or NOGO designativn based un a result of the scanning
process. Upon a (GO designation, the data stream is passed
through in its original form to the assaciated user applicaiion
37 via transport connections 36. In the event ol a NOGO
designation, the data siream is blocked from being passed to
the user application 37. lu addition, the event may he logged
in u logging file 48, the user may be notified of the event via
a dialogue box 51 or message display 54, the duta may be
destroyed 47 within the system, (he data may be quaraniined
52 and/or it may be forwarded Lo a central system 53 for Jater
analysis,

I the data is classificd us = “scannable” type, the user
application 37 never is ullowed access to the data prior 10
scanning. In addition, when the data Is identified as a “scan-
nahle” type, the NTI application 45 will preferably make note
of the place ol origin, the date, the size, the type, and the resull
of the scanning lor future use in logging procedures.

Scanning that is performed by an engine such as the cngine
sold under the trademark VFind® will automalically unwrap
any dala {hat requires unwrapping, including, but not limited
o B-m] attachments, MIMI{, UUENCODE, UNIX Com-
pruss, GZIP, PKZIP, ZIP21iX1i, TAR, and others.

The NTI 40, as illustrated in this embodiment, may be used
for blocking the transmission of prosueibed data. The pro-
scribed data that can be blucked includes viruses, trojan
horses, wonms, and other hestile algorithms.

In additiva, as illustrated by this embodiment, when a
NOGO desiguation is made, the NTI 40 can be used for
moniforing the teansmission of data. The moniloring which
can oceur includes watching for key words of concern in
network traffic, In addition, the NTI 40 cun be applied fo
block (he transmission of data containing key words of con-
cern.

Further, this embodiment can be used for blocking the use
of certain network services, such as discriminating between
transmission control proloeol port numbers. This embodi-
ment also may discriminate between incoming and ont-going
conpeciions as well ws between incoming and out-going daly.

Reference is now madeto FIG. 4, which is a block diagram
of an embodiment of a partial representation of the computer
method and system for intercepting, examining, and coatrol-
ling transpor( layer data streams.

In this cmbodiment of the method and system, duting
seanning, the NTI 40 can discriminate among different pro-
tocols implemented on top of the (ransport layer, using dif-
ferent melhuds of handling each prolocol. A protocol is a
striel sel of rules that govern the exchange of information
hetween computer devices. ‘[o communicute successtully;
the commuuicating computers must use the same protocel.
Peotocols implemented on top of the transport layer include
the session layer, which establishes, maintuins and coordi-
nates communication, the presentation layer, which comverts
codes, furmats, and displays data, and the application layer

LIS
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which performs spevific tasks on the data. Examples of com-
moen internet application layer proacals that the NTI mighl
handle include HTTP, SMTP, POP, I"I'F, and IMAP.,

FIG. 4 further illustrates an embodiment of the method and
system in which, during scanning, the NTI 40 may be used in
conjunction with parsers to track the state of and modify the
behavior of selecled protucols. This function is performed by
the Prolocul Parser 41. Parsers are used to discriminate
smong different protocols implemented on top of the trans-
porl laycr.

As Jurther depicted in FIG. 4, the NTI 40 can be augmented
by translators for translating various layers of network data
encryption and authentication. Lincryption is the cncoding off
data to prevent unautborized aceess aud avthentication is the
process by which one party in a transaction validates the
idenlity of a second party or validates the integrity of'the data
being lested. This function is performed by the Profoco!
Translator 62. .

While the invention has been described in detail herein in
seeordance with certain preferred emhodiments, many modi-
fications and changes therein may be effected by thosc skilled
in the art. Accordingly, it is intended by the appended claims
1o cover all such modifications and changes as [ull witlin the
true spirit and scope of the invention.

1 claim:
1. A method conducted within a single computer systcn
connected to a network for intercepting, examining, and con-
trolling data Howing via transporl connections between the
transport layer of an operating system snd user applications,
said method comprising: .
intercepting with a network fraffic interceptor all suid data,
via a dedicated transport connection conneeted (o szid
transport layer, flowing hetween said (ransporl luyer and
said user application; including gencraling with said
network traific interceplor lransport connections and,

examining said data for information content, which com-
prises examining said dala to delennine if it is scannable
for information conienl or non-scannable for informa-
tion content, and, if the scannable content contains pro-
seribed code, then blocking said content from being,
passad to said user application; and

relaying the data to a destination bused on the information

content of said data,

whercin (he capacity of said transport connections gener-

ated by said petwork traftic interceptor between the
transport luyer and the network traffic interceplor is
equal to or greater than the capacity of the trunsport
connections created hetween the nelwork traffic inter-
ceptor and user applications.

2. A method as in claim 1 further comprising processing
suid data, including scanning said dala lor proscribed data.

3. A method as in claim 2 further comprising, preventing
said computer system from accessing proseribed dala.

4. A method as in claim 3 further comprising monitoring

wherein said monitaring includes waiching for key words in
neiwork traffic.

5. A mothod as in claim 4 further comprising blocking
further transmittal of said key words.

6. A method as in claim 3 further comprising prevenling
said compurter system accessing from accessing proscribed
data, by designating said data with a GO desipnation or u
"NOGO designation; pussing said GO designated dats Lo said
user application; and blocking said NOGO designale data
from said user applicution. .

7. A method as in claim 6 [urther comprising communivat-
ing the existence of said NOGO designated data.
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8. A method as in claim 7 wherein said cominnnicating
cumnprises displaying the existence of said NOGO designated
data on a dialogue box or message.
9. A method as in claim & further comprising logging the
existence of MO designated dula in a log file,
10. A method as in claim 9, wherein said logging includes
designating pluce of origin, date, size and type of said NOGO
designated data.
11. A method as in claim 2, further comprising protocel
parsing,
12. A melhbod a5 in claim 2, forther comprising pratocol
parsing, wherein said parser parses code based on data fJow-
ing via transport connections between the transpori luyer of
an operating system and wscr upplicutivns.
13. A method a5 in ¢luim 1 fugther comprising pratocol
parsing.
14, The metbod of claim 13, wherein said protocol parsing
parses dala [owing via transport connecrions hetween the
trunsport layer ol an operating system and uscr applications.
15. A method of claim 1 turther comprising decrypting said
data.
16. A method as in claim 1 further comprisiug authenticat-
ing said data.
17. A method as in claim 1 wherein said transport layer
comprises a'l'ransmission Conirol Protocol/Internet Protocol
(ICPAP) layer.
18. A method conducted within a single computer system
conneelud W a network for intercepting, examining, and cun-
trolling data flowing via transport connections between the
transport layer of an operating syslvm and user applications,
said method comprising:
intercepting with a network traffic interceptor all said data,
via a dedicated transport conncelivn connected to said
transport layet, tlowing between said transport layer and
said user application; iucluding generating with said
network traflic intereeptor transport connections and,

examining suid duta for information content, which com-
prises examining said data tlowing via lransport connec-
tions iv determine if it is scannable for infermation con-
tent or non-scannable for information vontent, and, itthe
scanuable content contains proscribed code, then block-
ing said content from being pussed to said user applica-
tion; and

retaying the data to a destination busvd on the information

content of said data.

19. A method as in claim 18, wherein said network inter-
ceptor examines said data for information content,

20. A method as in claim 18 further comprising processing
said data, including scanning said data for proscribed datu.

21. A melhod as in claim 18 further comprising preventing
said compuler system for accessing proscribed data.

22. A method as in claim 18 further comprising monitoring,
wherein said menitoring includes watching for key words in
nelwork traffic.

23, A method as in claim 22 further comprising blocking
further transmitial of said key words.

24. A method as in claim 18 comprising preventing said
compuler system from accessing proscribed data by desig-
nuting said data with a GO designation or a NOGO) designa-
tion; passing said GO designaled data to said user application;
und blocking said NOGO designate data from said user appli-
calion.

25. A method as in claim 24 further comprising communi-
cating the existence ol suid NOGO designated data.

26. A method a8 in claim 25 wherein said communicating
comprises displaying the existence of said NOGO desighated
data on a dialogue box or message.
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27. A methoed as in claim 24 forther comprising loguing e
existence of NOGO designaied data in 4 log [ile.

28. A method as in claim 27, whersin said lopging includes
designating place of origin, date, size and type of said NOGO
desipuated data.

20 A method as in claim 18 further comprising protocol
parsing,

30. A method of claim 18 furiher comprising deerypling
said data.

5
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a1. A method as in cluim 18 {urther comprising authenti-
caling said data.
32. A method as in claim 18 wherein said transport layer
comprises a Transiission Control Protocel/Internet Drotocol
(TCP/IP) layer.



