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SOFTWARE VIRUS DETECTION METHODS
AND APPARATUS

The present invention refates to yollware virus detection.
Mare particularly, the present invention refates {o he delec-
tiom of disgnised software viruses in proscribed code,

BACKGROUND OF THE INVENTION

The rise of the Internet and nelworking technologies has
resulted in the widespread trunsler of code, data and files
between computers. This malerial is not always what it seems
to be. Far example, code that is accessed on 4 remote machine
and downloaded to a computer system can coniain hostile
algorithms that can potentially destroy code, crash the sys-
lem, corrupt code or warse. Computer viruses also spreud
threugh infecting other programs. For example, Visual Basic
for Applications, or VBA, used in Microsaft's Office suite of
products, provides a portal for virus entry through malicions
use of VBA. Viruses, worms and other malicious programs
and code cun ullack VBA compliant programs through the
VBA portal. Moreover, Word or other VBA programs can,
through infection by a certain type of malicious code, create
aVBA vitus: the malicions code may iiscl nol be a virus but
creates a virns and attack other VBA and non VBA programs
on (he user’s machine as well. An early macro virus, WO7M/
Wazzu. A, operaled by first infecting Word™s default template
normal.dot and spreading to each snhsequent document.

Of course, malicious code is not limited ta VBA. compliant
programs and may take many forms sud infect many levels of
the sysiem’s operation. lMostile, malicious and/or proscribed
code, data and [ilcs (“code™ as used hereinafter generally
includes “daly™ and “files™) can infect a single computer
system or enlire network and so posit a security risk to the
computer system or nelwork. The user and/or administratar
{generally referred to hercinafier as “user™) may wish fo
intercept, examine and/or control such code, The user might
also wish to infercept, examine and/or control other code as
well, for example, code which the user does pot konow lo be
hostiic, but wishes to intercept nonetheless, for example,
polentially sexuaily or racially harassing email, junk email,
etc. This latter type of code is known hereinafter as “prede-
termined code’.

Antivimns or other similar packuges allempt to protect the
system or network from hostile, malicious, predelermined
and/or proscribed code (generally referred to hercinafier as
“proscribed code.”) VEIND®, from CyberSoft, Inc., is one
such product that protecis systems and networks from pro-
scribed code,

Antivirus programs generally use two detection methods,
The first detection method checks program code againsl a
databasc of known virus code. This first detection method
relies on aulomatic scanning, such as by scheduling, and/or
manual scanning of the nser’s programs. The second detec-
tion method checks program code by heuristics, or approxi-
mate rules. Using a heuristics approach, it is not necessary to
npdate a database, however, il is neeessary to understand in
advance the common epproaches or atiacks a virus may make
oh a compitter system in order to construct the approximate
rules.

Proscribed code is constunily being created. In order for 2
datahase antivirus program to be constanlly effective, there-
fore, the antivirus database musi be constantly npdated to
include new viruses. If the anlivirus program relies on heu-
ristics, those rules must be conslanlly verified to insure the
new viruses are liable to be deiccled.,
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The utility of antjivirus software therefore is limited
because of the need to update antivirus database software and
the need for constant verification of a henristics database.
Moreaver, each of these methrods of scanning for viral or
malicious code usnaliy presumes the code is present as a
contignons character string. Yet a malicious code creator may
allempl o disguise the code by varions methads in order to
muzke the virus be a non contignons character string or othar-
wise disguise the code. For cxample, the code creator can
attempt 10 disguise the code through a mamber of methods,
including providing code in a piecemeal format and subse-
quently having a program reassemble the code. Known code
disguises include encrypted viruses, which include an .
encrypted virus and a decryplion routine in their code body,
polymorphic viruscs, which wencrale decryption routines
almost at random, armered viruses, and others. Combinalions
of these are also used. Once the program runs the disgnised
cade, in the form of a macro or otherwise, the code is reas-
sembled and the virus can attack the system.

Disguised code is wsually undetectable to anti virus pro-
grams as the programs do not attempt to execute the code they
are scanning but rather “passively” scan the code for the
presence of proscribed code. Thus the proscribed code may
successfully penctrale (he larget system.

Accordingly, it i3 an objecl of the present invention to
provide methods and apparatus for disguised code detection.

it is a further object to simply and efficiently detect dis-
guised code.

Ttis a further object to simply and efficiently detect viruses
disguised cade in VBA compliant programs.

It is a tirther object fo detect viruses in VBA compliant
programs awtematically or virmally automatically so thai
little or no user interaction is required.

it is a further object to detect proscribed code in a ntetwark
or enterprise environment.

SUMMARY OF THE INVENTION

The present invention comprises methods, apparatus and
articles of manufacture for identifying, authenticating and
securing code and providing proscribed code detection. In
preferred embodiments, (hese systems and methods comprise
code inferpretation before the code is execuled by the appli--
cations and/or the system. In some preferred embodiments,
macro code is interpreted hefore the code is executed by any

PrOECAEM,

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Proscribed code may be disguised by variable manipula-
tion. For exumple, assume antivirus program A has, in its
database ol proseribed code, the listing of the pattern “VERY-
BADVIRUS" as proscribed code. A program or 1 VBA macro
with the character string “VERYBADVIRUS” will be
detected by the majority of prior art antivirus programs. These
programs detect viruses by comparing the code of the sus-
pecied program against datahases of known viral code and/or
known viral patterns.

The proscribed code writer can attempt to bypass deleelion
by an antivirus program. One teclmique is to break down the
proscribed code into a number of pieces. Once the code is
distributed and run by the victims the pieces will he reas-
scembled and the proscribed code executed.

lor example, assume proscribed code “VERYBADVI-
RUS™ has heen deliberately divided into a mmmber of compo-
nents by its anthor according 1o the tollowing scheme:
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SET X<VERY
SET Y-BAD
SET Z=VIRUS

ADD X+Y+L

These components may then be deliberately buried in an
otherwise harmess program by the writer and transferred (o
the targeted system, which reviews the otherwise harmless
program with prior art antivirus program A, The proscribed
code will evade detection even though the proscribed code
compaonents will be read by the prior art antivirus program A
in the course of reviewing the otherwise harmless program.
The proscribed code will evade detection by the antivirus
program because the component character strings “VERY,”
“BAD,” or “VIRUS” will nol appear in an antivirus programs
databases of known viral code or known viral patterns.

‘When the otherwise harmless program the proscribed code
has been buriex] within is cxecuted, the system will execute
X4Y+7Z and so “VERYBADVIRUS™ will be executed. 'Thus,
the code has been transferred info the target system and has
evaded detection by an antivirus program.

Of course, proseribed code can be scrambled in other ways.
As a further example, the above cxample could be further
disguised by being scrambled before being finally assembied,
such as by character substitution or other methods.

The present invention is designed to combat disguised
code, The preferred emhbodiments interpret suspect code as
part of & virus seanning engine by first interpreting the code.
Unlike emulators, compilers and interpreters commonly used
in the prior art which execute code as it is inlerpreted, how-
ever, the interpreter used in the preferred embodimenis do oot
execute code. Rather the interpreter wsed in the preferred
embodiments first summarily evaluates code and then writes
the results io a resulis tahle tor further evaluation. This pro-
cess of the preferred embodiments results in detection of the
results of the interpreted code, This review of these results in
the table is an improvement over the emulalors, compilers and
interpreters used in the prior art process which defected the
hehavior of the code. :

FIG, 1 shows an example of components of a preferrad
embaodiment. Although the present tnvention can be imple-
mented on varipus platforms, the preferred emhodiments are
used in Unix®: and various Windows® enviranments, such as
NT, 2000, 95, 98 and M. It should be specifically understood
that embodiments can be implemenled in other Unix@@-like
platforms, including but not lmited to Linux® and its vari-
ants, as well as other aperating system platforms ncluding
but nol limited o UM (830G, MacOS, VxWorks® and
others.

‘The components of the preferred etabodiment ure provided
within a virus scanner comprising a code interpreter, u resulls
evalualor and a reporter. {n other emhodiments, these com-
ponents, that is, the code interpreter, a resnlis evaluator and a
reporter may be implemented cxicmally to a virus scanner,
and embodiments may receive the code 1o be reviewed from
any type of interface or feed. For example, ernbodiments of
the present invention may interpret code at locations on a
communications channel or layers in a communicalions
stack. -

The code interpreier has a mmmber of facilities in order to
interpret as many code formats and languages as desired in
source or compiled form, inciuding but not imited to VB or
Java script, Java, Active X controls, BASIC, FORTRAN,
Cohol, C, C++, Assembly, System binary, etc. In other
embodiments the interpreter may only have a single dedicated
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language inferprelive facility. These latter embodiments
would be especially helpfin? where only onc language 1s used
in the system and speed is required.

The interpreter of the preferred embodiments is an evalu-
ative interpreter. The interpreter reads and evaluates the code
but writes the result to a table of interpreted results, which
may be 2 buffer, or other memory. The interpreter does not
execute the results. It is a limited interpreter. 'The interpreter
reads code presented to it, but does not execute code, except
for open file read calls in some preferred emhodiments. Ifthe
interpreter were to execite the resitlts of iis interpretation, the
virus code might actually be executed and thereby invade the
lurgel syslem. Additionally, use of an evaluative interpreter
permits higher speed operation than might be the cose if »
standard executable interpreter were used, The nse of an open
read file call permits opening and review of files that may be
associated with code, and so scan those files as well.

FIG. 1 shows code sequence a to be scanned. In order to
scan code sequence a, the sequence may be held in a buifer
and a copy made for scanning or the original code sequence
may be transferred into the scanner. Once the code or its copy
enters the scanner, it is first transferred to the inlerpreter.

The inlerpreter will interpret cach iime of the code. As it
interprets the code, it will do 4 [irst sean for Iwo instructions:
file open write and file open modify, Either of these may be
indicators of a virns, especially if the code being scannedis an
executable file, as opposed to & word processing file, If either
of those commands occur in the course of the sean, the scan
will he stopped, a pointer set in the code sequence, an emer-
gency flag set, and an emergency niessage sent tc the reporter,
which will then alert the user or administrator that an unan-
tharized operation is heing aftempted.

The reporting may, in other embadiments, not cceur o
weeur in 2 different manner. For example, in some preferred
embodiments, afier reeeiving the emergency message, the
reporter tay huld the initiul messuge pending the results of
the finished interpretive scan. If the results of that scun, which
nccnrs as explained below, are negative for the presence of a
virns, then the reporter will reset the emergency flag.

Remrning now to the embadiment of FIG. 1, the interpreter
also proceeds to write the resuls of the interpretation to a
table of results, held in a lffer. The contents oi'the table then
undergo a second scan by the pattern analyzer for proscribed
code. This scan is more comprehensive than the first snmmary
instruction scan, and in the embodiment of the drawing, will
be performed by examining the code against databases of
known code patterns and heuristics. The databases, in some
preferred embodiments, include virns eode as well as the
results of operntions by virus code, i.c. ceriain results that are
koown 1o be created by virus code and that are statistically
significant indicators of virus vode. This latter data set is
constructed in a separate operation ur operalions.

If the pattemn analyzer defects virus code or code opera-
tions, it will notify the results evalmator either immediately, or
in some embodiments, when it completes the analysis of the
interpreted resulls. The resulls evaluator will notify the
reporier, which, in turn, will notify the uscer or administrator
ofthe results of the enlire operation as appropriate. Of course,
this reporting may or may not be performed, or may be
performed in any of a number of manners such as wriling lo
a log, a screen alert, etc.

Tt should be noted that, in other embodiments, the inter-
preter may not perform a first scan for file write or file modify
commands, but may simply uild the table for sobseguent
scanning. Additionally, in yel other ermbodiments, the inler-
preter’s first scan may be for some other predeicrmined
Instructions, such as vther instructions that may be high risk,
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or of interest for some other reason. Foe example, if the
embodiment is scanning code for the presence of non viral but
other proscribed code, then the initial scan might be for sig-
nature elements of that proseribed code. In general, in all
embodiments, the interpreter’s first scun is of very few com-
mands, in order to minimize performance lag.

It should also be noted (hul the interpreter’s scan could he
code specific, by altering the first iype of scan according to the
code being scanned. For example, il (he interpreter is of an
emhbodiment that has various language specific interpreter
tacilities, and is called upon o inlerpret code, the type of code
10 be interprated will determine the type of first scan to per-
form. Vot an executable, for example, both (iie open write and
file open modify may be proseribed, while s word processing
filc may only implement a file open modify command scan.
Similarly, a scan of VI3A eode may review the code against
VBA viruses only.

In the preferred embodiments, the first scan, if it occurs, i3
performed on the results of the interpretation as it occurs, ur,
in some ather embodiments, at the completion of the infer-
prelation. The second sean is performed after the table of
resulls has been constructed in order to most accurately scan
the resulis of the interpretation. OF course, the secand scan
could ncevr in other embodimenls as the interpreter builds the
table in order to have the process fimish quickly.

Preferred embodiments also interpret macro sequences in
code before the macro is exccuted. Thus these macro embodi-
ments wilf be implemented as the file containing macros is
called by another file, such as when Word opens an emailed
document with macros.

The above description and the views and material depicted
hy the figures are for purposcy of illustration only and are not
intended to be, and should not be construed as, limitations on
the invention,

Moreover, certain modifications or alternatives may sug-
gest themselves to those skilled in the art upon reading of this
specification, all of which are intended (o be within the spirit
and scope of the present Invention as defined in the attached
claims.

I claim:

1. A safiware virus detection melhod, comprising:

interpreting code that s suspected of containing proscribed
code with an inferpreter, wherein said interpreter
includes a plurality of facilities for fucilitaling the inter-
pretation of a pharality of code formats and lunguages in
source or compiled form;

* evaluatively writing with said inlcrpreler the results of said
interprefation, wherein said resuils of said interpretation
consist of a summarily evaluation of suid suspeet code:

scanniny the results of said interpretation for the presence
of pruscribed code and identifying proscribed code in
said resulls, and making said results available to o
reporier for reporting or to a processor for further pro-
cessing of said resulis with a processing component;

wherein the method includes ascertnining in said suspect
code the presence of one or mare instructions selected
{rom the group consisting of file epen write aud [ile open
modify; '
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setting a pointer in a code sequence containing said one or
more instriuctions;

setting an emergency flag;

sending to a reporter an emergency message; and

communicating an alert from said reporter to a recipienl.

2. The method of claim 1, including, when suid reporier
receives an emergency message, holding said emergency
message as an initial message until completion of said scan-
ning; and wherein when the results of said scan of said inter-
pretation for the presence of proscribed code are negative,
resefting said emergency flag.

3. The method of claim 1, wherein scanning for the pres-
ence of proseribed code of interest firther comprises scan-
ning for viral vode or viral paticrns.

4. A software virus delection apparalus comprising an
article of manufacture including computer storage media that
implements code, having;

an evaluative code interpreter for interpreling code that is
suspected of containing proscribed code, wherein said
interpreter includes a plurality of facilitics for fucilital-
ing the interpretation of a plurality of code formats and
langmages in source or compiled form;

wherein sald evaluative interpreter includes at Teast one
lucikily for evalvatively writing with said interpreter the
resuls ol said mlerpretation, wherein satd results afsaid
interpretation consist of a sumumarily cvaluation of said
suspect code;

a pattern analyzer for scanning the results of s#id inlerpre-
tation for the presence of proscribed code;

a results evainator for identifying proscribed code in said
resulfs; and - a reporter; wherein said resulis evalnator
makes results available to said reporter, wherein said
reporter reports said resulis to a processor for further
processing of said results with a pracessing compenent;

wherein said cvalualive code interpreter further reviews
said vode for ascertaining in said suspect code flie pres-
ence o[ one or more instructions selected frar the group
consisting of {ile open wirite and file open modify;

wherein said cvalvalive interpreter is configured to set a
pointer it a code sequence conlaining said one or more
instructions;

wherein said evaluative interpreter is conligurcd to sct an
emergency flag;

whertein said evalvative interpreter is configured to send lo
a reporter an emergency message; and

wherein said evaluative interpreter further comprising
means for communicaling an alert from said reporter 1o
a recipient.

5. The method of claim 4, wherein suid reporier is config-
ured to receive an emergency message, and wherein said
reporter is configured to hold said emergency message as an
initial message wntil completion of seid scanning; and
wherein when the results of said scan of said inlerpretation for
the presence of proscribed code are negative, reselting suid
emergency flag.

6, The apparatus of claim 4, wherein said pattern analyzer
further reviews said code for the presence of viral code or
viral patierns.



