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(57) ABSTRACT

The present invention comprises apparatus and methods for
processing code, that is, for intercepting, examining and/or
controlling code streams in a network. “Man in the middle”
technology by use of decryptor/encryptor components are
placed between client and server which permit alteration of
the code as it passes through a communications channel. The
code may then be examined by way of a proscribed code
scanner. A protocol parser may also be implemented in order
to intercept the code as it passes through the stack and transfer
the code to the decryptor/encryptor components.

16 Claims, 4 Drawing Sheets
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APPARATUS AND METHODS FOR
INTERCEPTING, EXAMINING AND
CONTROLLING CODE, DATA AND FILES
AND THEIR TRANSFER

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part of U.S. Ser. No.
09/244,154, entitled “NETWORK TRAFFIC INTERCEPT-
ING METHOD AND SYSTEM,” filed on Feb. 3, 1999, and
issued as U.S. Pat. No. 6,763,467, on Jul. 13, 2004, by Peter
V. Radatti and David J. Harding, which disclosure is incor-
porated herein by reference;

and is related to co-pending application Ser. No.
09/800314, entitled “APPARATUS AND METHODS FOR
INTERCEPTING, EXAMINING AND CONTROLLING
CODE, DATA AND FILES AND THEIR TRANSFER,” filed
on same date herewith, by Peter V. Radatti and Timothy R.
Eliseo, which disclosure is incorporated herein by reference.

FIELD OF THE INVENTION

The present invention relates to apparatus and methods for
intercepting, examining and controlling code, data and files
and their transfer. More particularly, the present invention
relates to apparatus and methods for intercepting, examining
and controlling code, data and files and their transfer through
secure connections.

BACKGROUND OF THE INVENTION

The rise of the Internet and networking technologies has
resulted in the widespread transfer of code, data and files
between computers. Transfer through the Internet and net-
working may be secured in a number of ways. Secure Sockets
Layer (SSL) and Secure Multi-Purpose Internet Mail Exten-
sion (S/MIME) are two of the primary methods used to secure
transfers. Both SSL. and S/MIME use encryption to secure
transfers. The transferred code, data and/or files (“code™) are
encrypted by the sender and decrypted by the receiver.

Secure transfers are, of course, rendered secure in order to
make the code impenetrable to other applications and third
parties. For example, encrypted code cannot be reviewed by a
virus scanning application. The virus scanner cannot interpret
the code and so cannot review the code for the presence of
viruses. Accordingly, it would be desirable to provide an
ability to review encrypted code.

Accordingly, it is an object of the present invention to
provide apparatus and methods for intercepting, examining
and controlling code and its transfer through secure connec-
tions in an efficient and effective manner transparently or
almost transparently to the end-user, with little or no opera-
tional effort required by the user.

It is yet another object of the present invention to provide
apparatus and methods that simply and effectively intercept,
control, and/or examine incoming and outgoing secure code
in an efficient and effective manner transparently or almost
transparently to the end-user, with little or no operational
effort required by the user.

SUMMARY OF THE INVENTION

The present invention comprises apparatus and methods
for intercepting, examining, and controlling code transferred
through a connection. The present invention may operate on
a single computer system or multiple systems depending on
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the operating system and other variables. The present inven-
tion may, in various embodiments, process, that is, intercept,
examine, and/or control any or all code streams in a computer
or network. Intercepting, examining and/or controlling code
includes but is not limited to monitoring, blocking, logging,
quarantining, discarding or transferring code. Although the
present invention can be implemented on various platforms,
the preferred embodiments are used in Unix® and various
Windows® environments, such as NT, 2000, 95, 98 and Me.

The preferred embodiments monitor transfers from a sys-
tem using a protocol parser which may be placed on the client
system, the server system, or other intermediate system or
component. In the especially preferred Unix® embodiments,
the protocol parser is a Unix® STREAMS module and driver
activated when an application opens a STREAMS device of
the proper type. In the especially preferred Windows® NT
embodiments, the protocol parser is a WinNT driver activated
when an application opens a communications channel. When
the parser intercepts a request from a client or server for an
SSL transfer the parser creates a new SSL server that com-
municates with the original client and a new SSL client that
communicates with the original server. The SSL server and
SSL client may then intercept any and all communications
that occur between the original SSL client and original SSL,
server.

The especially preferred embodiments insert a proscribed
code scanner between the protocol server and protocol client.
This proscribed code scanner may be an antivirus scanner,
pattern scanner, and/or content scanner or other types and
provides the ability to review the content of the SSL
encrypted communications.

The preferred embodiments will also intercept and review
S/MIME messages. The S/MIME messages will be inter-
cepted by the protocol parser and sentto a S/MIME decryptor.
The decrypted messages can then be scanned by a proscribed
code scanner, which may be an antivirus scanner, pattern
scanner, and/or content scanner or other types. The pro-
scribed code scanner will then review the code and signal
whether the S/MIME message may be released from inter-
ception.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of operation of a preferred
embodiment.

FIG. 2 is a schematic diagram of operation of a preferred
embodiment.

FIG. 3 is a schematic diagram of operation of a preferred
embodiment.

FIG. 4 is a schematic diagram of a prior art embodiment.

FIG. 5 is a schematic diagram of operation of a preferred
embodiment.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The preferred embodiments processes altered code.
Altered code is defined herein as code altered by encryption
or a communication protocol after being generated by an
application or program for transmission to a complementary
encryption or communication protocol. For example, both
SSL. and S/MIME alter code by securing code through
encrypting and decrypting code on both the server and client
ends of the communication. SSL is a protocol layer encryp-
tion used in TCP connections and implemented between the
HTTP layer and the TCP layer. Code is encrypted as it passes



